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the Data

In the modern world filled with technology on each and every step of the personal

and business life, backup is more important than ever.

The base for backup is the verb ‘to back up’, which means ‘to support’ or ‘to assist'.
Those two verbs show exactly the kind of role that backup plays in people's lives.

Backup is a copy of basically everything you consider significant and its aim is to

keep your precious data safe at all times and to be well-protected in the case of

a sudden technology malfunction, natural disaster, or other dangerous cases.

Understanding

Protection

So, taking into account that we are literally surrounded by data, backup seems to be
the key component to anyone who stores data. Not even mentioning the importan-

ce of data backup in regards to business purposes.

In this document, we'll dive deep into the topic of backup. Let's begin.

“At Open-E we see how our partners and customers struggle with further market shocks. During the last few years, the data storage industry and our

customers were exposed not only to the new pandemic reality but also to hardware shortages, rising inflation, the war in Europe, the energy crisis, and

the economic recession that follows it. The horsemen of the Apocalypse one could say. In the era of global disruptions, it’s crucial to ensure the resilience

of your business to be prepared for facing all the market, financial, and environmental challenges.” Kristof Franek, CEO at Open-E.
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Backup Statistics

On average, all tape drives fail at some point, which implies
that they do not provide absolute protection for your data in
the event of a natural calamity, fire, or terrorist attack that de-
stroys your office and everything in it. The entrepreneurs who
were affected by natural disasters such as Hurricane Katrina
learned the importance of keeping remote backups of their

data. (Source: VaultLogix)

Within one year of a disaster, 93% of companies that expe-
rienced data loss for ten or more days went bankrupt, with
50% of them filing for bankruptcy immediately. (Source: Na-

tional Archives & Records Administration in Washington DC.)

Every five years, 20% of small to medium-sized businesses
are predicted to encounter a major disaster that results in

the loss of essential data. (Source: Richmond House Group).

40% of businesses in the year 2022 had their network hacked.
What is more, 50% of companies will not even notice whether

they've been attacked or not. (Source: GartnerGroup)

An estimated average drive failure rate is 100%. Why? It's no
surprise — all disks have their limits and all will eventually fail.

(Source: VaultLogix)

It has been stated that only 34% of businesses run tests of
their tape backups. What is more, 77% of those who run such

tests found failures. (Source: VaultLogix)

Unfortunately, more than 50% of companies that encounter

data loss will be forced to close down. (Source: VaultLogix)

More than 50% of critical business data is stored on desktop
computers and laptops that do not have adequate protec-

tion in place. (Source: VaultLogix)

The main reasons for data loss include:
78% Hardware or system malfunction
11% Human error
7% Software corruption or program malfunction
2% Computer viruses
1% Natural disasters
1% Other

(Source: VaultLogix)

Around 30% of businesses have not yet established a disaster
recovery program. Two out of three feel that their existing
plans for data backup and Disaster Recovery are vulnerable

to significant issues. (Source: VaultLogix)

Modern hard drives can hold 500 times as much data as tho-
se from a previous decade. This means that data loss can
have a much bigger impact than before. As a result, precise
mechanical operation is more important than ever. (Source:

VaultLogix)
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Why Does Your
Company Need

Backup?

Virus Disk
attack failure

Data
corruption

Rebuild
failure

Natural
disaster

Have you ever wondered how often and why you should
do a data backup?

If not, ask yourself a question: “How much of my work
can my company afford to lose, and how fast do we
need this data back?".

The answer seems obvious.

Human
errors

Downtime

Backup solutions protect your investment in data, usually by keeping several copies of them. With this many copies, having one that is destroyed seems like not a problem.

Your data is precious and it will cost you plenty of time and probably even more effort to recover it to avoid data loss consequences.

WwWw.open-e.com



Data Loss

Consequences

Financial Loss: lost business opportunities, the cost of recovery efforts, custo-
mers litigation whose data is lost or exposed, and empty-handed employees

who still must be paid.

Decreased Productivity: employees struggle to access the information they
need to perform their jobs effectively. Relevant departments may have to

spend time recreating information which can take away from other impor-

. . o . o tant tasks.
-> Reputation Damage: it harms an organization's reputation and credibility

with customers, partners, other stakeholders, and negative publicity. - Unavailability of Essential Information: which can impact the ability of an
) organization to make informed decisions, delays in operations, employees
- Legal and Regulatory Consequences: legal and regulatory penalties for fa- ) ) ) )
) o ) ) ) may be forced to rely on inaccurate or outdated information, which can result
ilure to protect sensitive information, such as personal data (i.e.,, GDPR in the ) )
) ) ] ) ) in decreased accuracy and quality of work.
European Union, CCPA in the United States). It can result in lawsuits from

individuals or organizations whose data has been lost or exposed.

- Loss of Intellectual Property: losing valuable intellectual property, such as

trade secrets and proprietary information.

So the main objective for backup is to provide Business Continuity by Data
and Disaster Recovery.

www.open-e.com






https://www.open-e.com/site_media/download/documents/opene-joviandss-powered-data-storage-appliances-with-toshiba-hdds.pdf?utm_source=backup-brochure-2023&utm_medium=ad&utm_campaign=Open-E+JovianDSS-Powered+Data+Storage+Appliances+with+Toshiba+HDDs

Layers of Data
Protection

Depending on your company's business needs you can set the relevant Business Continuity procedures for
your data storage infrastructure. It is crucial to understand the threats you can face and to be aware of any
detail of your infrastructure that needs to be considered before choosing different data storage features. First
of all, it's crucial to analyze how and why you store data. To do so, write down all the business processes related

to storing data in your company.

Which data is critical for your company operations and keeps your business up and running?
Which data is not so important but still necessary to maintain long-term operability?

Which data is irrelevant, meaning you can get rid of it or reduce its costs as much as possible?

If you answered all these questions, you just started building your Business Continuity Plan. Congrats!

But before you continue to create it, let's inspect the specific data storage protection features and

the levels of infrastructure security you can achieve using them.

www.open-e.com
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Starline’s Flexible Data Storage
Solution with Open-E JovianDSS

The NASdeluxe 5724R/Z Data Storage Solu-
tion is a part of Starline’'s 5000 Z-Series which
provides a cost-effective and highly available
unified storage solution for small and large
businesses. It can be used for multiple purpo-
ses, including virtualization, VDI, databases,
media streaming, and backup. The solution
also grants great storage performance, an un-
limited number of snapshots and clones, thin
provisioning, or compression with deduplica-
tion of data. The NASdeluxe 5724R/Z comes
in a 4U rackmount case with 24 LFF slots and
can be extended with additional interfaces to

create a tailored enterprise solution.

Starline

Germany
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https://www.open-e.com/download/data-sheets/end-to-end-business-continuity-solution-for-your-all-flash-data-storage-servers/?utm_source=backup-brochure-2023&utm_medium=ad&utm_campaign=End-to-End+Business+Continuity+Solution+for+All-Flash+Data+Storage

Elementary Protection

Basic Data Protection

www.open-e.com

Basic Data Protection

The main things you need to prepare yourself are silent
data corruption (which can happen in every data storage
medium type), acting against virus attack consequences
(i.e., ransomware), and human errors and actions, which
are still one of the main reasons for most system failures.
The first can be avoided thanks to a self-healing feature
provided by a ZSF-based software like Open-E JovianDSS.
Snapshots, on the other hand, protect you against virus at-
tacks and human errors or other actions consequences be-
cause there is always a possibility to bring back the system

state from before the security accident happened.

No matter what's the relevance level of your data, you
would need to keep it secure even on the most basic

level, against the:
v Silent-data corruption

v Human error (one of the main reasons for data loss
for years) caused by accidental data removal, or
deliberate employee action

v Ransomware attack effects

Both are the basic built-in Open-E JovianDSS options, so if
your data storage has a low priority, you can consider it suf-
ficient. It can work with very simple data storage setups, like
a single node server - nothing more, hence the low price of

maintaining it.

However, there are some disadvantages. From the file sys-
tem perspective, your data is protected. But the protection
is critically dependent on the hardware you use. Once it fa-
ils, your data is lost. There is no backup of your data. You
won't be able to rebuild the system, so be aware that data

loss can be irreversible.




+ allows for recovery with snapshots (access to previously
saved data)

gives you the possibility to choose snapshot frequency
self-healing

fast snapshot rollback

+ + + +

low costs

— doesn’t save you from natural disasters

— doesn't save you from on-site storage unit failure
— no RAID rebuild

— doesn’t prevent downtime

WARNING: While it is a cost-efficient solution that protects data against the most commmon data threats like human error, ransomware attacks, and silent
data corruption, the hardware you use is a single point of failure that can lead straight to data loss. It is not an actual backup, and no Disaster
Recovery is provided.

Www.open-e.com n



Elementary Protection

Basic Data Protection

Data Redundancy (RAID)

www.open-e.com

Data Protection with Basic Data Redundancy

If you run a small business that focuses on minimizing the
total cost of data infrastructure and your transaction sys-
tems are not business-critical, it can be enough to have
a data storage system that provides the basic data

redundancy to protect against:

v Data drive(s) failure

How to achieve that? The elemental data protection that
uses the production server with the pool built of cho-
sen RAID level seems sufficient in this case. Securing data
against the consequences of a ransomware attack with
snapshots, self-healing, protecting from the silent cor-
ruption still works, but this way you can achieve much
more! RAID protects you against losing one or more dri-
ves, depending on how your array is built. The possibility of
building your data pool with RAIDs allows for data redun-
dancy, so in case of losing some information from the drive
or the drive itself, you can always rely on the parity data to

restore it.

Using a higher RAID level (i.e,, Raid 5 or Raid 6) protects you
against losing more drives from the pool. It's up to you to
decide how important these data are and how much you
wish to spend on additional drives. Once establishing it, you

can decide on choosing a particular RAID build.

12



protects with snapshots (access to previously saved data)
gives you the possibility to choose snapshot frequency
self-healing

disk failure (RAID)

RAID rebuild

fast snapshot rollback

+ + + + + + +

low costs
— doesn’t save you from natural disasters

— doesn’t save you against on-site storage unit (and backup
pool) failure

— doesn’t prevent downtime

WARNING: Bear in mind that there's no protection against system failure or location issues protection (power outages, disasters, and human action or
errors that affect the disk array as a whole). So if you lose your array - you lose your data and a chance to retrieve it. This security level is still not
sufficient for most real-life business purposes. It is not an actual backup, and no Disaster Recovery is provided.

www.open-e.com 13



Elementary Protection

Basic Data Protection

Data Redundancy (RAID)

High Availability Cluster
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High Availability Cluster

What if your business process also requires protection aga-

inst the failure of more drives that your RAID level supports?

If something wrong happens to your server built with one
node, you will lose all your data kept there. Well, there's
a higher level of data security, which is a high availability

cluster that protects you against:

v RAID failure (on production node)

It is built with at least two nodes connected locally or
remotely, using the shared- or non-shared data storage
architecture. Retail, hospitality, or just small- and me-
dium-sized businesses that apply this to their data secu-
rity infrastructure ensure Business Continuity by providing
uninterrupted access to data even during hardware failure
and maximizing the hardware and network resources uti-

lization.

Note that this is still not an actual backup because you
don't keep the data elsewhere. Moreover, losing the cluster
is going to cause irreversible data loss. The hardware is
also exposed to disasters or harmful and intentional hu-
man actions (i.e, theft) that may cause the whole cluster
unavailability because of its location at your place of busi-

ness.

However, there is a solution Open-E JovianDSS gives you
to work it around - non-shared storage stretched cluster.
It requires an additional node placed elsewhere at a ma-
ximum distance of 50 miles (80 km) from the main node
(in case of point-to-point fiber optic connection) to mirror
the data between each other. Actually, it can be even more
when using an additional switch between nodes if provided
network latency will not exceed 5 ms. So because the se-
cond node is located somewhere else, you don’t need to
worry about your data availability, even in the case of

a fire or flood.

14



WARNING:

protects with snapshots (access to previously saved data)
gives you the possibility to choose snapshot frequency
self-healing

disk failure (RAID)

RAID rebuild

fast snapshot rollback

system failover

+ + + + + + + +

may prevent downtime
— doesn’t protect you against natural disasters

— doesn’t protect you against on-site storage unit failure

Implementing this to your data security allows managing the production server functions available by the additional node while restoring the
first one in the background. It's possible because data is shared between both nodes constantly, hence, the higher level of protection. It's the
first step to provide the maximum data security. However, it needs to be implemented with on- or off-site data protection to equip your infra-
structure with proper backup. Remember that no matter if a non-shared storage stretched cluster is used it’s still not an actual backup.
Also, Disaster Recovery is not provided, but no worries - we're getting close to that.

www.open-e.com
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Elementary Protection

Basic Data Protection

Data Redundancy (RAID)

High Availability Cluster

Disaster Recovery

On-Site Data Protection
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Business Continuity vs. Disaster Recovery

In the previous part, we focused on the Business Conti-
nuity procedures for your data storage infrastructure that
relate to the threats you can face and aspects you need to
evaluate once you choose different data storage protection
features. But even the best data security methods can't
make you 100% sure that disaster or another unfortunate

event won't happen.

That may lead you to a situation where Disaster Recovery
must be applied so the business can continue all its pro-
cesses as fast as possible. So, how to ensure that you're ap-
propriately prepared to recover from a disaster? Let's focus

on that now.

On-site Data Protection with Backup Pool

You may wonder how to protect your company against the
consequences of your High Availability cluster system failu-
re. It can be one of the component issues or unintentional
human error that causes unavailability. If the whole unit is
down, you won't be able to provide your business processes
and manage the data properly. So the one-in-two answer
and resolution is On-site Data Protection that secures you

against:
v Cluster failure
On-site data protection allows for keeping backups at your

emplacement on an additional local Open-E JovianDSS-

-based system. Hence, what you can count on to store your

data is a production server unit, the backup on the local

pool, and extra backup on the second local server.

Who can benefit from it? Healthcare organizations to pro-
tect patient information, financial services to protect cu-
stomer information, government institutions to protect
sensitive information and comply with regulations, and ma-
nufacturing and logistics to protect operational informa-
tion and customer data. Plus, all of them will comply with

regulatory requirements.

16



protects with snapshots (access to previously saved data)
gives you the possibility to choose snapshot frequency
self-healing

disk failure (RAIDs)

RAID rebuild

fast rollback

+ 4+ + + + + +

system failover
— doesn’t protect you from natural disasters
— doesn’t protect you from on-site storage unit failure

— doesn’t prevent downtime

WARNING: Due to extra drives or the second server on your location, data restore is usually easier and faster than an off-site backup if the main production server
is down. Therefore, it is a perfect solution for hot data backup that can be restored from the backup copy. Note that this doesn't protect against natural
disasters, on-site storage units failure, and downtime. It is only a local backup, but Disaster Recovery in case of the cluster failure is provided.

www.open-e.com



Elementary Protection

Basic Data Protection

Data Redundancy (RAID)

High Availability Cluster

Disaster Recovery

On-Site Data Protection

Off-Site Data Protection
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Off-Site Data Protection

As we're all aware, there is an eternal conflict that also re-
flects on businesses - man vs. nature. In some extreme ca-
ses we tend to lose, and so do our businesses. Flood, fire,
earthquakes, etc., don't mind how important our data is,
so if something like this happens, it may lead to total ban-
kruptcy, as you lose the whole equipment and everything
stored there. Is there anything more punishing? We doubt
it. Especially if your business relies on archiving and keeping
long-term backups. If that's what concerns you, there's Off-

-site Data Protection, a solution that ensures:

v Protection against natural disasters

v/ Great archiving opportunities with long-term
backups

Besides covering all previously mentioned features with
snapshots, RAIDs, High Availability, and on-site backup
servers, it uses an additional remote server, allowing you to
benefit from all advantages of external data backup. These
are: protecting from natural disasters as well as harmful
and intentional human actions (i.e, theft), causing both -
the production system and the on-site backup server - failu-

re or destruction.

It is a remarkable solution for large enterprises managing
critical applications and core-business data. It finds a lot
of usability in defense and national security departments
managing classified information. Technology, software,

energy, and utility companies can rely on it too.

It has some disadvantages. It won't fully prevent you from
downtime, so Business Continuity depends on the time it
can fully recover and the connection throughput. Someti-
mes, depending on the amount of data you keep and ma-
nage, the recovery can take a long time, and the costs are
much higher in such a case because you need another in-

dependent backup unit.

18



WARNING:

+ + + + + + + + +

protects with snapshots (access to previously saved data)
gives you the possibility to choose snapshot frequency
self-healing

disk failure (RAIDs)

RAID rebuild

fast rollback

system failover

protects against natural disasters

protects against on-site storage unit failure with a backup
server

allows converting backup server to production server
no need to use a third-party backup system

doesn't prevent downtime

high costs

long recovery time (in case of failure of the rest of the safety)

Off-site data protection makes it possible to back up all your data on a remote server at a different location. Hence, once the data from the
production server is lost, you can retrieve it from the remote backup unit. It may take some time, depending on the number and size of these
files. Companies that manage archives and rely on long-term backups that don't require instant access may also benefit from using a remote
server and transferring or restoring data to the main location once needed. It is an actual backup, and Disaster Recovery is provided.

www.open-e.com
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Disaster Recovery

On-Site Data Protection

Off-Site Data Protection

Maximum Data Protection
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Maximum Data Security

If your main goal is to ensure the highest data security le-
vel, money is not the problem, but the downtime is some-
thing you can't afford - you can maximize the data security
by combining all of the previously mentioned methods and
managing it by Open-E JovianDSS. The On- and Off-site
data backup with an additional high availability cluster

allows for full Business Continuity with zero downtime.

The costs may be considered a disadvantage, but try to
compare them to the costs of data loss. Nobody can afford
to lose data. Moreover, you don't need to rely on the most
expensive hardware and still, the additional components

will do the job when it comes to keeping your data safe.

This solution is mainly popular in the software, technolo-
gy, or finance markets as well as the national defense de-
partments. If one decides to choose this option, it means
that no downtime is allowed, as full Business Continuity is
crucial. It's also capable of managing huge amounts of sen-
sitive, secured, and high-value information, hence the re-
covery time may be longer if you perform a restore from

a remote location and all other safety methods fail.

High Availability

+

On- & Off-site
Data Protection

Maximum Data Protection

20



WARNING:

an actual backup, and Disaster Recovery is provided.

+ + + + + + + + +

+ + +

protects with snapshots (access to previously saved data)
gives you the possibility to choose snapshot frequency
self-healing

disk failure (RAIDs)

RAID rebuild

fast rollback

system failover

protects against natural disasters

protects against on-site storage unit (backup pool) failure
with a backup server (pool)

allows to converting a backup server to production server
no downtime while recovery

full Disaster Recovery (HA)

high costs

long recovery time (in case of failure of the rest of the safety)

This model covers any possible scenario that may act against your business processes. Archives and long-term storage will be safe if kept on
the remote backup, the on-site backup server will contain the hot data needed to be restored instantly, and RAIDs and snapshots will pro-
tect you with parity and self-healing. This can all be managed by Open-E JovianDSS providing full and quick accessibility and efficiency. It is

www.open-e.com
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TIME IS MONEY, AND SO
IS THE DATA: Business
Continuity & Disaster
Recovery

As we already established, your business safety should focus on Let's get back to three crucial questions specified earlier

ensuring its continuity and (in case of any unfortunate event that to make sure which path of data protection you should
eventually happens) recovering from the disaster. Why? choose:

To provide the business back on track as fast as it's possible.

->  Which data is critical for your company operations and keeps your business up and running?
->  Which data is not so important but still necessary to maintain long-term operability?

->  Which data is irrelevant, meaning you can get rid of it or reduce its costs as much as possible?

EURD ) stor

Highly Redundant ZFS Storage
for Big Data from EUROstor with
Open-E JovianDSS

ES-8700JDSS shared storage clusters from
EUROstor with Open-E JovianDSS offer the
advantages of the self-healing ZFS file system
together with an intuitive user interface

via browser and the highest flexibility in

the design of the data pools, which can be
provided to the clients via FC and Ethernet. In
this construct the data is distributed evenly
over 4 JBODs with 44 disk slots. It results in
redundancy across the chassis with operable
net capacity of 75% of the disk capacity. Once
fully populated with the currently the largest
22 TB disks, this results in a usable capacity of
1.3 PiB.

EUROstor GmbH

Germany

If you answered them honestly and already picked the most suita-
ble method for your company's safety, we have some advice and
tips for you! It will be profitable to make your business continue its
operations with minimized interruption and set the appropriate
indicators of a Disaster Recovery plan to shorten the downtime

to a minimum. Disaster Recovery is a part of Business Continuity,

Remember - TIME IS MONEY, AND SO IS THE DATA!

with all processes that should and can be included to provide the
best possible method to shorten the downtime and bring back
the fully operational business status. The proper retention plan
with its two main objectives - period and interval - can help to
determine a smart backup process tailored to your possibilities

and needs.

www.open-e.com
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Business Continuity

Business Continuity is a kind of plan in the risk management field that helps you understand the essential
organizational functions, the reasons for controlling them, and how to recover your data in any scenario.
The basic functions prevent you from losing data because of silent data corruption or protecting your
company data with proper redundancy by keeping the parity data in your data storage array. It includes
a High Availability cluster with the additional production and backup pool, used once the primary one
fails. Finally, the Open-E JovianDSS On- and Off-Site Data Protection deployed for keeping backups pre-
vent you from losing hot data stored on-site or the cold data, i.e., archives kept off-site. These are also the
first steps to enable the Disaster Recovery procedures, which we will cover later. Such a plan gives you
a complete picture of any possible emergency so that you can prepare to operate at least on a basic level

during potential disruptions.

Knowing what Business
Continuity is, we can now
focus on the crucial factors
and tips that help to apply
it most efficiently.

Place resilience at the top of your priority list. It helps to reveal the weak spots in the business system and prepare for any disaster that may take place. In this

strategy, you should analyze the organizational environment to prioritize further actions. It requires the evaluation of all possible data storage backup options,

including local and remote ones.

Here are the key tips to help ensure Business Continuity:

Determine which functions are essential to the operation of your business and prioritize their continuity in the event of a disruption.

Implement backup systems and redundancies to reassure that critical infrastructure and technology can be recovered in case of a disruption.

Make sure that employees are trained and familiar with the Business Continuity Plan and continuity procedures.

Remember that humans are still the leading cause of data loss.

Use off-site locations to ensure that critical data can be accessed and recovered in case of a disruption.

Develop a crisis communication plan and ensure that all employees are familiar with it to ensure effective communication during a disruption.

Implement redundant power supply and backup generators to ensure that critical infrastructure can be powered in case of a disruption.

Establish protocols for coommunication with employees, customers, partners, and other stakeholders during a disruption.

www.open-e.com
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DISASTER RECOVERY

Let's agree that having no backup equals taking too much risk regarding successful business management. No one would like to face the
consequences of losing their own or their customers’ data. Reputation decline, legal penalties, or costs can be much harder to cope with
than investing in appropriate Disaster Recovery solutions. As stated before - time is money, and so is the data! A proper backup tailored

to the business model makes you safe and more confident on the market. It is a great advantage over your competitors, ensuring smart

Disaster Recovery, so you won't get lost behind them if something wrong happens.

Here are the most important tips for ensuring Disaster Recovery:

Make sure to regularly back up all critical data to a secure location.

Store backups in a secure offsite location to prevent data loss in the event of a physical disaster and be able
to restore the most recent data.

Use virtualization technologies to enable fast and flexible Disaster Recovery.

Use multiple network paths to ensure network availability.

Determine which systems and data are essential to the organization’s operations and prioritize the backup
and recovery.

Establish procedures for communicating with stakeholders during a disaster.

Two main indicators to be followed will provide you with the best way to recover your system and prevent you from
losing data, time, and - as a conseguence - money: recovery point objective and recovery time objective. You can

treat them as the key performance indicators of system availability.

THZ=MAS
KRENN

Open-E JovianDSS Data Storage
Solutions from Thomas-Krenn.AG

Nowadays, and well into the future, keeping
the growing amounts of stored data in an
efficient and trouble-free environment is one
of the most important tasks of a company’s
IT infrastructure. The Open-E JovianDSS so-
ftware solution based on the ZFS File System
significantly improves data storing, protec-
ting, and restoring, especially in an enterprise
environment. Hardware systems by Thomas-
-Krenn have been optimized for use with
Open-E JovianDSS and licensed by Open-E.
Convince yourself of our solutions - and secu-
re with the advantages of Open-E JovianDSS!

i

Thomas-Krenn.AG

Germany
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RPO defines how much data a company can afford to lose in the worst-case
scenario and helps determine the frequency and type of backups required

Objective (RPO)

->

R 2 2

to meet the desired RPO.

Evaluate your infrastructure - assess the hardware, software, and network components involved in your data backup and recovery process to identify all potential

bottlenecks or limitations.

Use multiple backup methods - implement a multi-tier backup strategy that includes a combination of on-site, off-site, and cloud backups.

Automate backup and recovery processes - ensure that backups are consistent and frequent to reduce the risk of human error.

Regularly test backup and recovery processes - testing helps ensure that the backup and recovery process works as intended and that data can be recovered

quickly and effectively.

RTO is a metric used in Disaster Recovery and Business Continuity planning
that indicates the maximum acceptable time to recover a critical business

function after a disaster. It sets a target for the time to recover from a disa-

ster. It is a critical factor when it comes to determining the resources and
strategies needed for a Disaster Recovery plan.

N0 I N 2

Conduct a risk assessment - identify the critical business functions and the potential impact of a disaster on those functions.
Create a Disaster Recovery plan based on the risk assessment and develop a detailed plan for recovering critical business functions in the event of a disaster.

Based on the Disaster Recovery plan, choose the technologies that best support the RTO, including backup and recovery software, hardware, and cloud services.

Implement the Disaster Recovery plan, including the creation of procedures and protocols.
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Place Resilience at the
Top of Your Priority Lis

The response appears to be an essential part of Business Continuity as it gives an emergency plan of how each depart-
ment should act if any kind of unexpected event happens. This strategy should also include instructions on how to behave

in case of regular maintenance of the IT infrastructure:

- Code of conduct for all the employees showing how they should react in case of data loss and emergencies
Up-to-date contact details with the employees/third parties responsible for response in case of data loss
Channels of communication defined and established in case of data loss

RPO and RTO precisely defined in SLA

2 R 2

“Safety drills” for both Business Continuity and Disaster Recovery Plans

Recovery, on the other hand, helps build a proper plan or a scenario for returning to the 100% operational workflow
level after any disaster or unexpected event which can arise. The recovery strategy can be divided into several options
depending on the type and the size of a business organization:

- Utilizing backup infrastructure, appliances, or facilities

->  Restoring regular work with internal or external resources

@ Technology

Just Technology Group Data
Storage Services

Just Technology Group is a managed Service
provider that supports hundreds of clients.
With Open-E JovianDSS, we can create, ma-
nage, and restore virtual machines that suit

a wide range of customers' needs. As a 5-year
partner with Open-E, we have onboarded
multiple clients with their products to create
remote backups and Disaster Recovery plans.
It makes it possible to run quick restores with
a rollback feature and cloning tool to recover
lost data and restore infrastructure within

a few minutes preventing further downtime.
Snapshots taken every 5 minutes provide
quick infrastructure rollbacks to any previous
system state in case of any issues or security
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incidents.

Just Technology Group
United Kingdom

www.open-e.com
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To sum up, these are the key factors for ensuring Business Continuity and data protec- Once building a comprehensive

tion. Below we listed some of the most important things to remember: c .
- < Disaster Recovery plan and ensuring

Backup and Disaster Recovery Plan: EDEES CRMITUI, (ErEmeEs i

One of the most important aspects of Disaster Recovery for data storage is to have should incorporate backup, recovery,
a comprehensive backup and recovery strategy. It involves regular data backup, redundancy, and scalability essential

storing backups offsite, and testing the recovery process to ensure that data can for storage businesses. [t will work oh

be quickly restored in the event of a disaster according to your Disaster Recovery

olan minimizing the impact of disasters

on the company’s operations and
Redundancy: UL

Redundancy is a crucial aspect of Disaster Recovery the storage business, as it protect its valuable data.
ensures that data and systems are available even if one component fails. It can
include redundant storage arrays, backup generators, and redundant network

connections.

Scalability:

Disaster Recovery plans must be scalable to meet the changing needs of the busi-

ness as it grows. It includes ensuring there is sufficient storage capacity to accom- B‘,“STON

modate future growth and that the Disaster Recovery plan can be easily updated Servers | Storage | Solutions

to reflect changes in the business. Boston Server & Storage Solutions with Open-E JovianDSS to
Modernize Your Data Centre

The All-Flash High Availability storage solution consisted of two nodes and a shared
JBOD designed by Boston, with Open-E JovianDSS as a base system, offered in com-
bination with a new virtualization host. The solution received an ,automatic failover”
backup via a 2-node system with access to shared storage (JBOD). Its aim was to safe-

guard the system operation in general and to protect against data loss and operational

downtime. It was possible because the ZFS- and Linux-based Open-E software offers
onsite and offsite data protection, consistent snapshots, thin provisioning, compression,
or deduplication - which is exactly what the customer was looking for.

Boston Server & Storage Solutions GmbH

Germany
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ON- AND OFF-SITE DATA PROTECTION
IN Disaster Recovery
with Open-E JovianDSS Data Storage Software

The On- and Off-site Data Protection feature in the Open-E Jo-
vianDSS Data Storage Software allows users to back up and restore
crucial company data in case of an unexpected event due to a com-
bination of several technologies. This feature enables the creation of
consistent snapshots and asynchronous snapshot replication to local
and/or remote destinations. The replication tasks can be set accor-

ding to the specific requirements due to advanced retention plans.

The On- and Off-site Data Protection is very flexible, as it covers
a wide range of Disaster Recovery plans without the need to use ad-
ditional third-party tools. However, there is an important aspect that
people tend to ignore in case of an off-site backup. The backup kept
externally is much more reliable and safe to be used and applied in
business-critical situations. On-site backup is an asset, of course, but
it won't protect you entirely. Issues like unexpected events or others

lead to total hardware failure.

Once this happens, you lose all your data and will need to face the consequences that might cost you much more than investing in an off-site backup. Evaluate this while

reading more about retention plans that focus on snapshot backups.
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